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1 FreedomBox: take your online privacy back

FreedomBox is a ready made personal server, designed with privacy and data ownership in mind. It is a subset of the Debian
universal operating system and includes free software only. You can run it on a small, inexpensive and power-efficient computer
box in your home that is dedicated for that use. It can also be installed on any computer running Debian or in a virtual machine.

In order to replace third-party communication services that are data mining your entire life, you will be able to host services
yourself and use them at home or over the Internet through a browser or specialized apps. These services include chat and voice
calls, webmail, file sharing and calendar, address book and news feed synchronization. For example, to start using a private chat
service, activate the service from the administration interface and add your friends as authorized users of the service. They will
be able to connect to the service hosted on your FreedomBox, using XMPP chat clients such as Conversations on Android, Pidgin
on Windows and Linux, or Messages on Mac OS, for encrypted communications.

FreedomBox is a product you can just buy, set up and use. Once installed the interface is easy to use, similar to a smart phone.

User documentation:

* List of applications offered by FreedomBox.

* Manual

 Live Help from the community

FreedomBox can also host a Wi-Fi access point, ad blocking proxy and a virtual private network (VPN). More advanced users
can replace their router with a FreedomBox.

Setting up FreedomBox on a specific hardware or on your computer running Debian may require a bit of technical expertise or
help from the community.

Related technical documentation:

* Machines that support FreedomBox
* Download and Install

* FreedomBox Developer Manual

1.1 Typical usage: Private Cloud

FreedomBox provides services to the computers and mobile devices in your home, and to your friends. This includes secure
instant messaging and low-bandwidth, high-quality voice conference calling. FreedomBox lets you publish your content in
a blog and wiki to collaborate with the rest of the world. On the roadmap are a personal email server and federated social
networking, to provide privacy-respecting alternatives to Gmail and Facebook.

1.2 Typical usage: Network-Attached Storage (NAS)

The storage space available to FreedomBox can be expanded by attaching an external disk drive. This allows FreedomBox to
become a media library for your photos, music, and videos. The folders are shared to laptops and mobile phones on the local
network, and the media can be streamed to local devices including smart TVs.

1.3 Advanced usage: Smart Home Router

FreedomBox runs in a physical computer and can route your traffic. It can sit between various devices at home such as mobiles,
laptops and TVs and the Internet, replacing a home wireless router. By routing traffic, FreedomBox can remove tracking adver-
tisements and malicious web bugs before they ever reach your devices. FreedomBox can cloak your location and protect your
anonymity by "onion routing” your traffic over Tor. FreedomBox provides a VPN server that you can use while you are away
from home to keep your traffic secret on untrusted public wireless networks and to securely access various devices at home.

It can also be carried along with your laptop and set up to offer its services on public networks at work, school or office. In the
future, FreedomBox intends to deliver support for alternative ways of connecting to the Internet such as Mesh networking.



https://www.debian.org/
https://www.debian.org/
https://freedomboxfoundation.org/buy/
https://wiki.debian.org/FreedomBox/Features
https://wiki.debian.org/FreedomBox/Manual
https://wiki.debian.org/FreedomBox/Support
https://docs.freedombox.org
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1.4 Advanced usage: For Communities

The primary design goal of FreedomBox is to be used as a personal server at home for use by a single family and their friends.
However, at the core, it is a server software that can aid a non-technical user to setup services and maintain them with ease.
Security is automatically managed and many of the technical choices in system administration are taken care by the software
automatically thereby reducing complexity for a non-technical user. This nature of FreedomBox makes it well-suited for hosting
services for small communities like villages or small firms. Communities can host their own services using FreedomBox with
minimal effort. They can setup Wi-Fi networks that span the entire area of the community and draw Internet connections from
long distances. Community members can enjoy previously unavailable Internet connectivity, ubiquitous Wi-Fi coverage, free
VOIP services, offline education and entertainment content, etc. This will also boost privacy for individuals in the community,
reduce dependence on centralized services provided by large companies and make them resistant to censorship.

The free e-book FreedomBox for Communities describes the motivation and provides detailed instructions to setup FreedomBox
for this use case. Members of the FreedomBox project are involved in setting up Wi-Fi networks with free Internet connectivity
in rural India. This e-book documents their knowledge and experiences.



https://en.wikibooks.org/wiki/FreedomBox_for_Communities
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1.5 FreedomBox Interface

1.5.1 Screenshot

£2 Apps  #* System (2]

& myname -

Deluge Transmission Minetest Radicale JSXC
BifTorrent Web Client BifTorrent Web Client Block sandbox Calendar and Addresshook Chat Client
Matrix Synapse ejabberd Roundcube Syncthing infinoted
Chat Server Chat Server Email Client File Synchronization Gobby Server
Quassel Tiny Tiny RSS MLDonkey Cockpit Shadowsocks
IRC Client Mews Feed Reader Peer-to-peer File Sharing Server Administration SocksS Proxy
OpenVPN Mumble Privoxy Searx MediaWiki
Virtual Private Metwork “oice Chat Web Proxy Web Search Wik

mywiki

iAiwiki

W

FreedomBox
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1.5.2 Video resources
Eben Moglen’s talk, Eben Moglen - Freedom in the cloud, delivered before the FreedomBox project was started gives insights
into the philosophy behind FreedomBox.

First demonstration of FreedomBox at SFLC, University of Columbia by Sunil Mohan Adapa.

2 Quick Start

2.1 What you need to get started

The easy way is to buy a FreedomBox kit.

Alternatively you may choose to build it yourself, by gathering all the components:

* A supported device (including any device that can run Debian). We will call that the FreedomBox in the rest of this manual.
* A power cable for your device.
* An ethernet cable.

* A microSD card (or equivalent storage media for your device), prepared according to the instructions on the Download page.

2.2 How to get started

1. Plug one end of your ethernet cord into your FreedomBox’s ethernet port, and plug the other end into your router.
2. Power on the FreedomBox.

* Note: On most single board computers, don’t expect any output on a monitor connected via HDMI as the support may
not exist in the kernel. See below to access and control your FreedomBox via network.

3. On first boot, FreedomBox will perform its initial setup (older versions of FreedomBox reboot after this step). This process
may take several minutes on some machines. After giving it about 10 minutes, proceed to the next step.

4. After the FreedomBox has finished its initial setup, you can access its web interface through your web browser.

o If your computer is connected directly to the FreedomBox through a second (LAN) ethernet port, you can browse to:
http://freedombox/ orhttp://10.42.0.1/.

¢ If your computer supports mDNS (GNU/Linux, Mac OSX or Windows with mDNS software installed), you can browse
to: http://freedombox.local/(orhttp://the-hostname-you-entered-during—install.local/)

* If you know your way around the router’s web interface, you can look up the IP address of the FreedomBox there, and
browse to that address.

* If none of these methods are available, then you will need to figure out the IP address of your FreedomBox. You can use
the "nmap" program from your computer to find its IP address:

nmap -p 80 —-open —-sV 192.168.0.0/24 (replace the ip/netmask with the one the <+
router uses)

In most cases you can look at your current IP address, and change the last digits with zero to find your home network,
like so: XXX.XXX.XXX.0/24

Your FreedomBox will show up as an IP address with an open tcp port 80 using Apache httpd service on Debian, such
as the example below which would make it accessible at http://192.168.0.165:

Nmap scan report for 192.168.0.165

Host is up (0.00088s latency).

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.17 ((Debian))



https://www.youtube.com/watch?v=QOEMv0S8AcA
http://moglen.law.columbia.edu/sflc2015/04_freedombox.webm
https://freedomboxfoundation.org/buy/
http://freedombox/
http://10.42.0.1/
http://freedombox.local/
http://the-hostname-you-entered-during-install.local/
http://192.168.0.165
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If nmap does not find anything with the above command, you can try replacing 192.168.0.0/24 with 10.42.0.255/24.

nmap —n —-sP 10.42.0.255/24

The scan report will show something similar to the following:

Nmap scan report for 10.42.0.1
Host is up (0.00027s latency) .
Nmap scan report for 10.42.0.50
Host is up (0.00044s latency) .

In this example, the FreedomBox is accessible at http://10.42.0.50. (10.42.0.1 is my laptop.)

5. On accessing FreedomBox’s web interface your browser will warn you that it communicates securely but that it regards
the security certificate for doing so as invalid. This is a fact you need to accept because the certificate is auto generated on
the box and therefore "self-signed" (the browser might also use words such as "untrusted", "not private", "privacy error"
or "unknown issuer/authority"). Telling your browser that you are aware of this might involve pressing buttons such as "I
understand the Risks", "proceed to ... (unsafe)" or "Add exception". After installation this certificate can be changed to a

normal one using the Let’s Encrypt option.

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to freedombox.local. If you visit this
site, attackers could try to steal information like your passwords, emails, or credit card details.

Go Back (Recommended)

Learn more...

freedombox.local uses an invalid security certificate.

The certificate is not trusted because it is self-signed.

Go Back (Recommended) Accept the Risk and Continue

— If the domain name you are using already has a valid certificate from a recognised Certificate Authority, such as from
Let’s Encrypt, you may not be able to access the web interface. This means that the option to continue will not be
offered. This might occur, for example, if you are reinstalling your FreedomBox or are otherwise reusing a domain
name that has an associated certificate.

This is normal, because your browser has a record of having visited the site and knows about the valid official certifi-
cate. The browser will not subsequently accept a self-signed certificate and you will be blocked. There are two ways
to get beyond this hurdle.

The first method is to access your FreedomBox by its IP address instead of by its domain name. So, instead of us-
ing something https://example.com, you would use something like https://198.51.100.2 (substitute
your own IP address).

The second method is to create a fresh profile for your browser and access your FreedomBox from the new profile.
The new profile will have no memory of having visited the site nor memory of an official certificate. Once your
FreedomBox has a new Let’s Encrypt certificate, you can go back to using the old browser profile.

View Certificate

6. The first time you access the FreedomBox web interface, you will see a welcome page. Click the "Start Setup” button to
continue.



http://10.42.0.50
https://example.com,
https://198.51.100.2

FreedomBox Manual 7 /349

FreedomBoXx

—

‘ Start Setup '

If you have installed FreedomBox using a Debian package, you will be asked for a secret key. This secret was generated
during the installation of the Debian package. It can be read from the file /var/1ib/plinth/firstboot-wizard-secr

7. The next page asks you to provide a user name and password. Fill in the form, and then click "Create Account.”

* Note: The user that you create here has Admin privileges and can also log in using ssh. For additional security, you may
want to use a separate account for administrative tasks and for your normal, daily use. You can add more users later.
Administrator Account

Choose a username and password to access this web interface. The password can be changed later. This user will be granted
administrative privileges. Other users can be added later.

Username
admin
Required. 150 characters or fewer. English letters, digits and @/./~/_ only.

Email address

Optional. Used to send emails to reset password and important notifications.
Password
esescsce

« Your password can't be too similar to your other personal information.
« Your password must contain at least 8 characters.

« Your password can't be a commonly used password.

* Your password can't be entirely numeric.

Password confirmation
esoscece

Enter the same password as before, for verification.

. =

8. After completing the form, you will be logged in to FreedomBox’s web interface and asked if you wish to receive more
frequent updates (recommended).

© User account created, you are now logged in X

Frequent Feature Updates

Frequent feature updates allow the FreedomBox Service, plus a very limited set of software, to receive new features more
frequently (from the backports repository). This results in receiving some new features within weeks, instead of only once every 2
years or so. Note that software with frequent feature updates does not have support from the Debian Security Team. Instead,

they are maintained by contributors to Debian and the FreedomBox community.

Itis strongly recommended to activate frequent feature updates. If not activated now, they can be activated later
A Note: Once frequent feature updates are activated, they cannot be deactivated.

M Activate frequent feature updates (recommended)

@

9. Setup is complete. Now you can examine and possibly update several key configuration items or see which apps are avail-
able. Until you dismiss them, notifications accessible from the menu bar will remind you to review the key configuration
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items.

Qd rome i Apps % System 2 - ©- &admin-

Setup Complete! Next Steps:

7~
LS4

@ Review privacy options.

Automatic software update runs daily by default. For the first time, manually run it now.  Update now

III Review and setup network connections. Change the default Wi-Fi password, if applicable.
1

» Configure a domain name.
@ Configure and schedule remote backups.

Put FreedomBox to use by instauin

Qd Home A % System 2 - ©- &admn-

€ Backups 52 minutes ago
Enable a Backup Schedule
Enable an automatic backup schedule for data safety. Prefer an encrypted remote backup location or an extra attached disk.

Go to Backups [ISIENE

9 Next steps 52 minutes ago
Setup complete! Next steps:
Initial setup has been completed. Perform the next steps to make your FreedomBox operational.

@ —

@ Privacy 52 minutes ago
Review privacy setting
Please update privacy settings to match your preferences.

Go to Privacy [N EWES

2 Software Update 51 minutes ago
Run software update manually
Automatic software update runs daily by default. For the first time, manually run it now.

Go to Software Update [JIEIEY

Now you can try any of the Apps that are available on FreedomBox.

23

2.3.1

Finding your way around

Front page

The front page is the page that you will see when accessing the web root of your FreedomBox. You can also access it by clicking

the FreedomBox logo in the top-left corner of the FreedomBox’s web interface.

The front page includes shortcuts to apps that have been installed and are enabled. For web apps, clicking the shortcut will take
you directly to the app’s web page. For other services, clicking the shortcut will show more information about the service.



https://wiki.debian.org/FreedomBox/Features
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w Home 2 Apps & System @ - & admin -
- @ G n
I .‘
calibre Cockpit ejabberd MediaWiki Miniflux
Ebook « Library + Ebook  Advanced administration  Encrypted messaging « Wiki + Website Feed reader = News
reader + Web terminal + Storage  Audio chat + Video chat aggregation + RSS
OpenVPN SOGo WordPress Zoph
VPN server + Privacy +  Webmail « Greupware -  Website - Blog - Content Photo + Organizer + Web
Remote access Calendar management system sharing
w Home £ Apps % System ® - & admin ~

ejabberd

Encrypted messaging Audio chat Video chat XMPP

XMPP is an open and standardized communication protocol. Here you can run and configure your XMPP server, called ejabberd.

To actually communicate, you can use the web client or any other XMPP client. When enabled, ejabberd can be accessed by any

user with a FreedomBox login.

ejabberd needs a STUN/TURN server for audio/video calls. Install the Coturn app or configure an external server.

Learn more...

Launch web client (2" ¥ Client Apps

ih ® £ m

calibre Cockpit jabher: MediaWiki Miniflux

2.3.2 Apps menu

The Apps menu can be accessed by clicking the grid icon, next to the FreedomBox logo. This page lists all of the apps that
are available for installing on FreedomBox. Click the name of an app to visit its page, where you can install and configure it.
Currently installed and enabled apps are shown above the remaining available apps.
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w Home 2 Apps & System @ - & admin -
calibre ejabberd MediaWiki Miniflux OpenVPN
Ebook « Library « Ebook  Encrypted messaging « Wiki + Website Feed reader + News VPN server + Privacy «
reader Audio chat + Video chat aggregation « RSS Remote access
S0OGo WordPress Zoph
Webmail + Groupware «  Website + Blog * Content Photo « Organizer + Web
Calendar management system sharing
Disabled

h & W s

2.3.3 Help menu

A drop-down Help menu can be accessed by clicking the question mark icon near the top-right corner. The menu includes helpful
links and the FreedomBox manual.

w Home 2 Apps & System @ - & admin -
Manual
Visibility Get support
Submit Feedback
N . - Contribute
‘ Name Services £ Dynamic DNS Client e BIND
Domains + Hostname « DNS Resolution ™ Domain + Free « Needs public IP DNS - Server
About
l- PageKite Service Discovery
Reachability + Remote access « Auto-discovery » Local + mDNS
Tunneling
Data
@ Privacy Backups 5 Storage
Usage reporting + External services « Restore « Encrypted « Schedules Disks « Usage = Auto-mount
Fallback DNS
Storage Snapshots
Periodic + Restore + Known good state
System
2@ Users and Groups .1 Networks e Confizure

2.3.4 System menu

The System menu can be accessed by clicking the gear icon in the top-left corner. It includes a number of pages related to system
configuration.
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w Home 2 Apps & System @ - & admin -
Visibility
‘ Name Services #M Dynamic DNS Client e BIND
Domains + Hestname « DNS Resolution " Domain « Free + Needs public IP DNS -+ Server + Resolver
l- PageKite @ Service Discovery
Reachability + Remote access « Auto-discovery » Local + mDNS
Tunneling
Data

Privac Backups Storage
@ ol 8 e

Usage reporting + External services Restore « Encrypted + Schedules Disks » Usage + Auto-mount
Fallback DNS
Storage Snapshots

Periodic - Restore - Known good state

System

2a% Users and Groups =1 Networks e Confizure

2.3.5 User menu

In the top-right corner, the name of the currently logged-in user is shown. A drop-down menu includes options for editing the
current user or logging out of the user interface.

w Home i Apps % System © ~ & admin ~

Edit

Change password

Ih ® B O 1=

calibre Cockpit ejabberd MediaWiki Log out
Ebook « Library » Ebook  Advanced administration  Encrypted messaging + Wiki + Website Feet reaurr « mews
reader + Web terminal + Storage  Audio chat - Video chat aggregation - RSS
) < O @
OpenVPN SOGo WordPress Zoph
VPN server » Privacy = Webmail + Groupware = Website + Blog + Content Photo + Organizer = Web
Remote access Calendar management system sharing

2.3.6 Burger menu

FreedomBox’s web interface is responsive. When the display or browser window is very narrow, menu options may be hidden.
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e

bepasty Feather Wiki Miniflux
File sharing « Pastebin Wiki « Note taking » Feed reader « News
Website aggregation - RSS

That is because the top menu options are collapsed into the burger icon shown at the top right corner of the window. Click on it
to display a drop-down menu.

Home

£# System

© Help ~

& admin ~

3 Getting Help

The FreedomBox community provides live help via forum, chat and email. Feel free to join and ask anything you like. If you
receive help, please consider to report your solution to the Questions and Answers page, so others can benefit in the future.

3.1 Discussion Forum

The easiest way to get support is by using the discussion forum. You can browse solutions to known problems or request help
from community contributors by asking a question. This is also the best way to provide community contributors with feedback
about your FreedomBox experience.

To post new content, you will need to register for an account with name and email address (but you can provide pseudonym and
non-primary email address). By watching topics and categories or by enabling *mailing list mode’ in your account preferences,
you can interact with the forum by just sending and receiving emails similar to a mailing list.

3.2 Matrix

You can join our Matrix room #freedombox:matrix.org. The room is federated with the IRC channel and remembers the chat
history. If you do not yet have a client installed, you can use your web browser to join. For more options, see this matrix client
overview page.



https://discuss.freedombox.org/t/frequently-asked-questions/1906
https://discuss.freedombox.org
https://riot.im/app/#/room/
https://matrix.to/#/
https://matrix.to/#/
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3.3 IRC #freedombox
Providing you are familiar with Internet Relay Chat (IRC) and IRC client, you can get an instant online help from the community

on irc.debian.org, channel #freedombox. Potentially it takes some time before some member is answering you, be patient, a
reaction will come later.

3.4 Email
FreedomBox users and contributors can be reached by email via a discussion list. In order to ask a question and get an answer

from the community, please register from the mailing list page providing your email adress and creating a password. You can
also read discussions archives. This list gathers about 700 readers.

3.5 Help Back

Once you’ve got your solution, don’t forget to add it to the Questions and Answers page and tell which features do you use from
the box on Use Cases page. It could help others to use FreedomBox in a way they would have not imagined.

4 Download and Install

Welcome to the FreedomBox download page.

* Note: If you purchased a FreedomBox Kkit, this section is not meant for you, so you can just skip it entirely. (Unless you
specifically want to build an alternative software image).

You may ei